DRAFT: SOME MOBILE DEVICE SECURITY AND POLICY RECOMMENDATIONS AND QUESTIONS (v0.1)
1) Understand Your Environment: Strive to understand what mobile Internet devices your users actually have and use (including personally owned devices). There may be more of them out there than your expect! 

2) What Mobile Internet Devices Should You Support? It is hard to support “everything” well, and your users may end up more-or-less randomly select a mobile Internet device based on word-of-mouth or aggressive salesmanship. Should you be making some specific recommendations? In fact, should you have a standardized list of supported mobile Internet devices? 
Does the cellular connectivity matter from a security point of view? Do you want to standardize on GSM? CDMA? How about iDEN? Do you have opinions about 3G and 4G protocols? If you want influence over mobile device selection, are you willing to pay to obtain that influence (e.g., by subsidizing some mobile Internet device choices), or do you just want to try influencing those decisions via policy?

3) What About Enterprise Device Management? Some sites require all institutional personal computers to be centrally managed. If you’re from one of those sites, will you be comfortable if mobile Internet devices aren’t also centrally managed? Central management of institutionally owned mobile Internet devices may allow you to do things such as:

-- setting minimum device password length, complexity, maximum time between changes, max failures before wiping, etc.
-- adding or removing root certs
-- configuring institutional WiFi and VPN
-- controling installation of third party applications, recreational uses, etc.

If you’re planning to centrally manage mobile Internet devices, you may want to review device enterprise management feature support options as part of deciding what mobile Internet devices you want to endorse and support. Specifically, what options are available for securely and scalably pushing policy to your users’ mobile Internet devices?

4) How About Hardware Encryption? Personally identifiable information (“PII”) is a material concern at many sites. Do the mobile devices you’ve chosen to support have hardware encryption? Is that encryption solid enough to meet your PII protection requirements?

5) And Remote Wipe Capabilities? If you lose control over an institutionally owned mobile Internet device, do you need the ability to remotely send the device a magic “kill code?” (Note that even if you can remotely wipe the device, there may still be off-site backups floating around, or the device may get taken offline before the kill code can be sent and processed by the device, so don’t depend too much on being able to send remote kill codes)

6) What About Mobile Device App Choices, Web Site Readiness and New Features? Mobile Internet devices have a far more constrained application development environment than traditional desktops and laptops. Thus, for example, while you may have standardized on one web browser for use on desktops and laptops, such as Firefox, perhaps, you may be surprised to find that choice may not even be available on mobile Internet devices. Is this a problem for you or your applications?
You should also take time to look at how critical local institutional online resources look on a mobile Internet device. A home page that’s optimized for a large screen and a high-speed connection may not work well on a mobile device with more modest capabilities. For example, try viewing important institutional sites via simulators such as http://www.testiphone.com/ -- are your web pages still usable? Should you create a mobile version of your home page? (If www.example.edu is your normal home page, you might create a simplified home page at m.example.edu for mobile users)

Recognize, too, that mobile devices bring some new capabilities, such as QR (“quick response”) codes, the square dot-like codes that are readable by camera-equipped mobile Internet devices.  They’re cool, aren’t they? But how do you know what a code points to? Should you be using them yourself to increase ease of use for your mobile Internet device users? Or do they represent a security threat that should be discouraged? 
You should begin having these conversations at your site.

7) Spam and Malware Management On Mobile Internet Devices Recognize that spammers will still target users even if they’re on mobile Internet devices. What spam management options do users have for a given service? How can they report spam that slips through? Malware may still target users of mobile devices, but due to the device architecture, traditional antivirus software may not be needed (or may not even be available!)  Your site’s security team should talk about how they want to approach issues such as spam and malware on supported mobile Internet devices.

8) Jailbreaking Apple iPhones: Normally only Apple-approved applications run on the iPhone. However, some users have developed hacks (NOT blessed by Apple!) that will allow users to “break out of that jail” and run whatever applications they want. Jailbreaking your iPhone violates the license agreement and voids its warranty, but it is estimated that 5-10% of all iPhone users have nonetheless done so.
Because jailbreaking is operating system version specific, many users of jailbroken iPhones hesitate to upgrade their iPhones even when important patches are released, because upgrading will reverse the jailbroken status of their phone. Users who want to jailbreak their iPhones may also be specifically targeted by malicious applications masquerading as jailbreaking tools. For that matter, any sort of application for a jailbroken iPhone obtained from a third party source may not have been subject to any security review or auditing, unlike applications from Apple’s official AppStore, and may include malicious routines. 

For all these reasons, your site may want to discourage or forbid jailbreaking of institutionally provided iPhones, even if you may be specifically permitted to jailbreak those devices here in the United States.

9) Fake or Stolen Hardware: Sites and users should also be alert that they may encounter fake or stolen mobile Internet devices. These devices may not work at all, or may break, or may stop working at the next operating system upgrade. Only purchase mobile Internet devices from reputable authorized dealers.

10) It’s A Hard World Out There: Mobile Internet devices live in the real world, and are subject to a panoply of environmental threats ranging from being dropped to getting wet, or getting cooked in hot cars or frozen in cold ones. You may want to encourage users to keep their device on their person, and to consider purchasing and using a case or holster to minimize at least some of those threats.

11) Privacy, Health and Safety: Mobile Internet devices can potentially have profound privacy implications. By way of example, almost all mobile Internet devices have the ability to have their physical location tracked by a variety of means, a wonderful invention if you’re having a heart attack and have just called 911 for an ambulance, but potentially a huge invasion of your privacy if this service gets abused by a stalker, or by an intrusive marketer.

Mobile Internet devices also emit cellular radiation. While those emissions are limited by law, and are believed to be at safe levels, some phones emit less radiation than others, and use of hands-free devices may also reduce (or shift) the amount of radiation you receive. If this issue is important to you, we encourage you to make appropriate choices.

We’d also urge users of mobile Internet devices to be careful when it comes to where and when they use their devices. In particular, please do NOT use your mobile Internet device while you’re driving. Driving while distracted can be as bad as driving while under the influence of alcohol, and we don’t want to see cool mobile Internet devices result in totally avoidable tragic accidents. Many institutions may want to explicitly forbid use of mobile Internet devices while driving.

12) Mobile Internet Devices and Academic Courtesy in the Classroom: Colleges and universities strive to provide a civil environment in which to learn and work. As a matter of courtesy to those you’re with, please be responsible in how you interact with your mobile Internet device in the classroom. If possible, turn your phone off while you’re in class, or at least set it to vibrate only. Now that we all have mobile Internet devices, if even ten percent of those devices ring during any given class session, it can be hugely disruptive.

On the other hand, we encourage faculty members to be flexible; do your best to accommodate students who may have job-related or family-related responsibilities which require them to carry a mobile Internet device with them at all times (although we recognize that obviously examination periods and other special circumstances may require more restrictive policies).

13) Institutional Contact With Users’ Mobile Devices: Many schools ask students, faculty and staff to register their mobile numbers with the school for purposes such as emergency notification during extreme weather or active-shooter-on-campus scenarios. Be careful not to abuse the numbers entrusted to you solely for emergency purposes for unrelated activities, such as routine campus announcements or push marketing purposes.

Expectations should also be set for work-related contacts over mobile devices. That is, unless an employee is officially on call (and paid for that status), or it’s a real emergency, avoid calling employees outside of work hours. Let employees have some time off to spend with their families and their friends, or to just sleep and recuperate! Please don’t treat employees as if they’re on unpaid call status 24x7, or you may find a sudden increase in “cellular connectivity issues” spontaneously arising, potentially at some very inopportune times. 

Reading More: If you’d like to read more about mobile Internet Device security, see “The Security of Mobile Internet Devices,” Joe St Sauver, Ph.D., October 7th, 2010, http://pages.uoregon.edu/joe/nwacc-mobile-security/nwacc-mobile-security.pdf
Feedback: This is a living/evolving document, and we’d love to hear your comments or other feedback about it. 
If you have any feedback, please send email to: __________________________
