Cybersecurity and Travel to China or to the Russian Federation

Recent press coverage in the N.Y. Times (see "Traveling Light in a Time of Digital Thievery" in the
reference list at the end of this document) has increased popular concern about the cyber security
of travelers to China or to the Russian Federation. This document is meant to provide a basic
briefing for higher education users on this topic of concern.

+ U.S. travelers are believed to be priority targets for cyber attack and monitoring/surveillance,
particularly if they are known to be engaged in classified or proprietary research in a STEM
(science, technology, engineering and mathematics) discipline. Institutional leaders, those who are
politically or religiously active, fluent speakers of the local language and individual tourists may
also be actively targeted, however all American should assume that they are potentially at risk if
traveling to China or Russia.

* Laptops, tablets, e-book readers, smart phones and even regular cell phones taken overseas may
be successfully attacked and compromised via malware or automated attack tools. Commercially
available security software, even when completely up to date, may not prevent such compromise.

* Electronic devices may also be at risk of physical tampering or theft, particularly if those devices
are left unattended (including devices left locked in a hotel room or even left locked in a hotel safe
while dining, shopping or touring). On the other hand, carrying one's laptop or other electronic
devices continually may increase their risk of being accidentally lost or forgotten, or stolen by a
thief/pick pocket. On balance, however, we recommend you keep your devices with you at all times.

* Devices taken across international borders may be subject to involuntary official governmental
review and even complete duplication (e.g., in some countries, Customs officers may temporarily
seize your device, and potentially keep a copy of one's entire system on entry or exit).

* Use of encryption may be forbidden in some countries. For example, while many US universities
routinely require whole disk encryption to protect personally identifiable information (PII) on
laptops, some countries (such as China and the Russian Federation) do not allow importation/
exportation of encrypted devices. While some whole disk encryption products, such as TrueCrypt,
allow you to attempt to conceal encrypted disk partitions, attempts at hiding encrypted disk
partitions may nonetheless be detected, and lying in response to border official questioning about
the existence of encrypted disk partitions may be a potentially serious criminal offense.

+ Access to some web sites, including access to some mainstream popular western social media
web sites, may be technically blocked. Secure ("https") web sites and use of institutional virtual
private networks ("VPNs") may also be blocked by some countries, because it is more difficult for
national authorities to monitor that encrypted traffic. Attempts to circumvent national censorship
(e.g., with Tor, Ultrasurf or similar products) may be blocked and/or punished if noticed.

* Personal privacy may also not be respected abroad. Assume that even nominally private spaces
(such as hotel rooms and rental cars), may in fact be subject to video, audio, or other monitoring.
Such surveillance may be able to track where you are, and see whatever you may be doing, what's
on your laptop, and what you type on your keyboard. Conversations, whether on your phone or
face-to-face with a colleague, may also be monitored, including conversations held in open areas
(parabolic microphones can readily capture conversations held in open areas). Local colleagues
may also be required to report on any conversations held with foreigners.

Obviously these considerations may make traveling to China or Russia quite challenging.



Recommendations:
1. If possible, avoid traveling to China or the Russian Federation.

2. If you must travel to China or the Russian Federation, leave all electronic devices in the
U.S. and inform colleagues that you will be "off the air"” for the duration of your travel.
Minimize the length of your stay in those countries.

If you are travelling without your own laptop, you may be tempted to use a computer in a
cyber cafe of hotel business center, however those systems have a very high probability of
being infected with malware (which may capture anything you type, including your
username, password, credit card information, etc.), or of being routinely and actively
monitored by national authorities.

Therefore, never use shared computers in cyber cafes or hotel business centers, or systems
belonging to other travelers, colleagues, or friends.

3. If you are absolutely unable to be offline for the duration of your travel, do not take your
normal day-to-day devices with you. Use a new temporary device, such as an inexpensive
new laptop or a throw-away prepaid cell phone purchased just for that trip, instead.

Be sure that any such new system 1is fully patched, and has all institutionally
recommended security software installed, but otherwise minimize what it contains, and
while abroad, minimize your use of that system.

Ensure it requires a long/complex password for access, and keep it completely off (not just
sleeping or hibernating) when you're not actively using it, and keep it in your physical
possession at all times.

Assume anything you do on that system, particularly over the Internet, will be intercepted
(in some cases, encrypted network traffic may be decrypted).

Upon return to the U.S., immediately discontinue all use of that temporary system, and
have it reviewed for indications that it may have been compromised abroad. The system

should then be sanitized and disposed of.

Change any/all passwords you may have used abroad.



Some Additional Things to Consider If Travelling to China or Russia:
Before You Travel:

— Tape-over any integrated laptop cameras.

— Have a computer technician physically disconnect any integrated laptop mikes.

— Install a privacy screen (such as those from 3M) on your laptop to discourage so-called
"shoulder surfing."

— Disable all file sharing.

— Disable all unnecessary network protocols (such as WiFi, Bluetooth or infrared).

— In case your system is lost, stolen, seized or destroyed, take a full backup.

— Leave all unneeded door keys, smart cards or USB format PKI hard tokens, one time
password crypto fobs, and similar access control devices in the United States.

— Be sure to clean out your purse or wallet, particularly if you normally carry notes about
various accounts or passwords. Any RFID cards (including U.S. Government Nexus
"trusted traveler" cards) should be carried inside an RF-shielded cover.

— If you need to send or receive email while traveling, create a temporary "throw away"
account on Gmail or a similar service before you travel.

While Abroad:

— Do not use your regular email account. Do not send any sensitive messages via email.

— Avoid making or receiving voice calls, using voice mail, using IM or SMS, or sending or
receiving faxes.

— Even powered-off cell phones may be able to be turned into surreptitious monitoring
and geolocation devices. If you don't want to be geographically tracked, or you're
attempting to have a confidential conversation, cell phone batteries must be removed.

— Any/all CDs, DVDs, thumb drives, attachments, links and "QR" cell phone bar codes
must be considered to be potentially hostile and malware infected.

— Do not use USB-based public battery charging stations; the USB interface to your
device they may allow the charging station to do more than just provide power.

— Do not purchase new hardware while traveling.

— Do not purchase or download any new software while traveling.

— Do not have any of your electronic devices "repaired" or "worked-on" while abroad.

— Any discarded items (such as notes, documents, diskettes/CDs/DVDs) may be retrieved,
analyzed and potentially exploited.

— Tor (and other so-called censorship circumvention tools) may be blocked, or may provide
imperfect anonymity; use of such tools may attract official attention, and may result in
you being investigated and punished or expelled.

— Guides, drivers, and interpreters may report on your activities.

— Beware of attempts to put you in embarrassing or compromising positions. You may be
getting targeted for eventual extortion.

— While abroad, register with the nearest U.S. Embassy or Consulate and please report
any suspicious incidents you experience to them.

— If arrested, taken into custody, or interrogated, do not make any statements or sign any
documents, particularly if they are written in a language you don't know. Ask to have
the U.S. Embassy or Consulate notified of your detention at once.
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